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Position Description

	POSITION TITLE:
	Senior Network Engineer
	DIVISION:
	KGIT

	REPORTS TO:
	Operations Manager 
	LOCATION:
	37 York Street Sydney NSW 2000

	ATTENDANCE:
	Full Time
	DIRECT REPORTS:
	Head of System & Network Operations

	DATE PREPARED:
	08/05/2026
	
	



	JOB PURPOSE AND SCOPE

	
We are looking for a senior-level Network Engineer to take ownership of the day-to-day operations, design, and escalation support of our enterprise network. The environment is a mixed Linux-heavy ecosystem, so the right candidate must be equally strong in core networking (Routing, Switching, Wireless) and Linux system internals. You will be the final escalation point and will work across infrastructure and security teams. As part of the Technical Services group, you will be part of a follow the sun group of individuals in Auckland, Sydney and Perth to provide coverage to businesses in APAC. 




	JOB RESPONSIBILITIES

	Core Responsibilities

Network Operations (Daily)

Act as L3 escalation for all network-related incidents, problems, and changes
Operate, maintain, and optimize the LAN, WAN, WLAN, and Data Center networks
Perform packet captures, deep traffic analysis, and root-cause investigations
Handle change management: design, peer-review, implement, and validate changes during maintenance windows
Maintain network documentation
Routing & Switching (Layer 2 / Layer 3)

Operate and troubleshoot BGP (iBGP/eBGP, communities, route-maps, prefix-lists, AS-path filtering, BFD, ECMP)
Operate and troubleshoot OSPF (multi-area design, LSA types, route redistribution, summarization, authentication)
Strong Layer 2 expertise: VLANs, 802.1Q trunking, STP/RSTP/MSTP, LACP/Port-Channels, MLAG/VPC, storm control, BPDU guard, root guard
Layer 1 troubleshooting: optics (SFP/SFP+/QSFP), DAC/AOC, fiber types, link errors, CRC/FCS, auto-negotiation, cabling standards
policy-based routing, QoS (classification, marking, queuing, shaping/policing)
docker networking

Wireless
Manage enterprise WiFi controllers (Extreme )
RF design, site surveys, channel planning, AP placement validation
Troubleshoot roaming, authentication (802.1X/RADIUS), WPA2/WPA3, PSK, captive portals, guest networks
Linux (Mandatory — not optional)

Strong Linux administration on CentOS/Ubuntu/
Deep knowledge of Linux networking stack: ip, iproute2, nftables/iptables, tc, network namespaces, bonding, bridging, VLAN sub-interfaces, policy routing, systemd-networkd / NetworkManager
Operate Linux-based network services:
Comfortable with shell scripting (bash) and at least one of (Python, Go) for automation
Understanding of Linux performance tools

Security & Firewalls
Configure and troubleshoot enterprise firewalls
Linux-based firewalling
Site-to-site and remote-access VPNs
 

Monitoring & Automation
Monitoring stacks:  Nagios, SNMPv2/v3, Syslog
Network automation using Ansible (Nice to have)

Collaboration: 
Work closely with infrastructure teams to ensure seamless deployment, integration, and operation of services.

Documentation: 
Create and maintain comprehensive documentation for system architecture, operational procedures, and troubleshooting guides.

Continuous Improvement: 
Proactively identify areas for improvement in our systems, processes, and tools, and drive their implementation.




	What Success Looks Like in This Role

	· 99.99%+ network availability across core, edge, and WiFi
· Reduced MTTR on L2/L3 incidents through better tooling
· Clean, peer-reviewed changes with zero unplanned outages
· Automated repetitive tasks (config backups, compliance checks, audits)
· Network state is observable, documented, and reproducible Excellent documentation and incident communication skill understanding and practical Experience in at least one scripting/programming language (e.g., Python, Ruby, PowerShell). 
· Experience with monitoring and logging tools (e.g., Nagios, Prometheus, Grafana, ELK Stack, Splunk, Datadog, New Relic)






	SKILLS/EXPERIENCE AND QUALIFICATIONS 

	Must-Have Qualifications
· 5+ years in network engineering, with at least 2 years at L3 / senior level
· Hands-on, production-level experience with BGP and OSPF in real environments
· Strong Layer 1 / Layer 2 / Layer 3 troubleshooting under pressure
· Strong Linux skills  able to diagnose a network problem from inside a Linux host without GUI tools
· Experience operating enterprise WiFi controllers at scale
· Solid understanding of TCP/IP internals: TCP state machine,congestion control
· Excellent documentation and incident communication skillsunderstanding and practical Experience 
· Strong problem-solving skills and a methodical approach to troubleshooting.
· Excellent communication and collaboration abilities.
Desirable Skills (Nice to Have):
· Bachelor's degree in computer science, Engineering, or a related field, or equivalent practical experience. 
· Experience with network automation frameworks.
· Relevant industry certifications (e.g., CCIE, CCNP, RHCE,.





	KEY RELATIONSHIPS

	Internal:
· KGIT Technology leads
· KGIT support desk 
· KGIT Developers

External:
· Sub-Contractors
· Consultants
· Customers



	HSE RESPONSIBILITIES 

	· Participate in HSE programs as requested.
· Report all HSE incidents within 24 hours.







	KGIT Principles

		Principle
	Description

	Customer Service
	At the end of the day, we are here to support our businesses

	Robustness
	IT processes or failures can not put production at risk.

	Architecture at the core
	All services must be designed as part of a universal whole.

	Functional standards
	Only standardise where customer agility is not impacted.

	Tactical agility
	Kanji success to date has been through customer focus and local market flexibility. 
This can not be discarded for group efficiencies

	
	

	1+1 = 3
	Collaborating with business experts to deliver value
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