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A new outlook for your career

Senior Linux Engineer

Executive Level 1

Job reference number 60001008

Classification Executive Level 1
Group Data and Digital
Program Service & Infrastructure Management

, Adelaide, Brisbane, Canberra, Darwin, Hobart, Melbourne,
Location

Perth, Sydney

Status Ongoing
Working hours Full time

Flexible working arrangements, including work from home, are
available subject to operational requirements

$115,443 - $125,832 per annum plus an additional 15.4%

Working arrangements

Salary range superannuation
Closing date 11:30pm AEST Thursday, 27 November 2025
Applicants Australian Citizenship

Applicants must hold, or be eligible for, security clearance at
Conditions 'Negative Vetting Level 1' and will be required to provide
evidence of Australian Citizenship

Kevin Shepherd
Contact officer Linux Systems Manager
Email: kevin.shepherd@bom.gov.au

Valid from 11 November 2025
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About the Bureau

We are Australia’s weather, climate, water, oceans and space weather agency. Our work touches
the lives of all Australians every day.

Our products and services include observations, forecasts, warnings, analysis and advice. They
cover Australia’s atmosphere, water, oceans and space environments.

The Bureau operates under the authority of the Meteorology Act 1955 and the Water Act 2007. We
also fulfill Australia’s international obligations under the Convention of the World Meteorological
Organization and related international meteorological treaties and agreements.

Read the Bureau of Meteorology Strategy 2022—27 to find out more about our organisation and the
work we do for all Australians.

Working at the Bureau

The Bureau represents a dynamic and exciting opportunity. At the Bureau you will:

¢ do meaningful work that brings real benefits to the Australian community, businesses and
government.

¢ work with dedicated experts and professionals who constantly seek to improve the services we
provide to our customers.

o work in excellent workplaces in a variety of great locations. You'll have access to the latest
technology in a diverse, safe and inclusive environment for everyone.

e experience our commitment to learning, growth, training and clear career pathways. You'll
receive competitive salary and benefits.

Position overview

This position is in the Data and Digital Group (Service & Infrastructure Management Program,
Infrastructure Services Section). We are looking for a Senior Linux Engineer to support scientific
and research environments along with our mission critical applications such as forecasting systems
and Internet delivery systems.

The successful applicant will join a team of Linux experts, mostly located in Melbourne, who
harness best practice in building, configuring, securing and managing Linux computing
environments. This existing position plays a vital role in optimising and automating the
management of Linux Systems using advanced technologies. The role provides expert support for
Linux platforms (approximately 1200) with a view to continuous service maturity. The occupant of
this position engages with stakeholders and business partners to identify opportunities for
improvement, drive technology change, achieve operational efficiencies, and integrate applications
into production environments.

To be successful you will:

e Have a track record in advanced Linux and Unix technologies supporting development, test
and highly available production environments, with a talent for aligning operational
technologies with strategic goals.

e Have experience with automation techniques including continuous delivery systems and
rapid build, test and deployment systems.


http://www.bom.gov.au/inside/downloads/Strategy_2022-2027_Web.pdf

o Have experience with Identity and Access Management and Privileged Access
Management systems.

o Demonstrate security literacy, with expertise in system hardening, security monitoring,
firewalls, proxies, intrusion detection systems, encryption, certificate management and
other security practices.

o Have experience working with Hybrid cloud environments; and

¢ Have proven ability to work collaboratively in a team environment and engage effectively
with users from a variety of work and business environments

Role responsibilities

The responsibilities of the role include but are not limited to:

1. Maintain, monitor and optimise Linux technologies supporting scientific and research
development, test and highly available production environments;

2. Participate in Linux systems integration, release, change and lifecycle management
activities both on-premises and in cloud environments;

3. Ensure that business continuity and disaster recovery SLAs are satisfied by responding to
system incidents, initiating appropriate corrective action, and by agreement participating in
an out-of-hours on-call restriction roster;

4. Monitor, manage and continuously improve security policy compliance within Linux
systems;

5. Provide expert advice on best practices in advanced Linux technologies and standards to
IT support, development and management colleagues;

6. Comply with and maintain your knowledge of all Bureau work, health and safety policies
and procedures, and take reasonable care for your own health and safety and that of
employees, contractors and visitors who may be affected by your conduct; and

7. Be aware of and apply the principles and practices of the various elements of the Bureau’s
Social Justice Strategy.

Selection criteria

The Bureau encourages applications from all suitably qualified candidates. Applications will be
considered based on alignment with selection criteria, which have been matched to the APS work
level standards and Integrated Leadership System (ILS) for Executive Level 1 positions.

1. Proof of extensive experience and demonstrated expertise in:
a. 24x7 operations running Red Hat Enterprise Linux;

b. High availability, business continuity and disaster recovery Linux environments;
c. Linux system monitoring and performance tuning;

d. Linux-based cloud services environments;

e. Linux security techniques in an enterprise environment;

f. Custom scientific application integration within operational Linux environments,

including packaging, deployment and configuration management; and
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g. High volume internal data distribution systems

2. Demonstrated experience in Change Management, Incident Resolution and Problem
Management within the ITIL framework.

3. Extensive experience using configuration management and automation tools including Red Hat
Satellite, Ansible, Puppet and Spacewalk.

4. Ability to liaise effectively with users from a variety of work environments and with computer
hardware and software vendors.

5. Ability to work independently and as a customer-focussed member of a support team, including
willingness to participate in an out-of-hours on-call restriction roster.

6. A demonstrated knowledge and understanding of the Bureau’s Social Justice Strategy and the
APS Values and Code of Conduct and a commitment to their implementation in the workplace.

Qualifications

An Associate Diploma or Certificate IV in Information Technology or higher; OR A relevant industry
certification i.e. Red Hat Certified Engineer (RHCE); OR Relevant experience and training which
enables the employee to competently perform the duties at this level

Merit pool

The selection process will establish a merit pool that may be used to fill similar positions within 18
months.

How to apply

Applications can be lodged through the Bureau of Meteorology Careers.

Your application will consist of a resume, contact details for two referees and responses to the
selection criteria (200 words per criterion) in the application form that considers:

e position overview

e job responsibilities

e selection criteria

¢ relevant sections of the Integrated Leadership System (ILS) and APS work level standards.

The Bureau is an equal opportunities employer. We will support applicants with disability through
our RecruitAbility Program and will provide reasonable adjustments such as access, equipment
and other practical support at relevant stages of the recruitment process.

We recognise the need for our workforce to reflect the community we serve and provide an
inclusive environment that respects and values diversity and is described in our Diversity and
Inclusion Statement of Commitment. We strongly encourage qualified applicants from diverse
backgrounds to apply.

The Bureau offers flexible working options, reasonable workplace adjustments and an Employee
Assistance Program (EAP). Should you have any questions or experience any difficulties with
applying online, please contact us via email on BOMCareers@bom.gov.au.
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Integrity in the Bureau

Integrity is deeply important to our work in the public service. It underpins the trust of the Australian
public, who rely on us to serve their interests and deliver the best outcomes. It's a great privilege to
serve the public, and with this privilege comes a responsibility to act with the highest standards of
integrity.

Everyone has a role when it comes to integrity, as individual integrity informs the Bureau'’s pro-
integrity culture. Integrity directly aligns with our Strategy in our values and behaviours to act with
trust, honesty and reliability.

Employee behaviours and conduct

The Australian community expects the highest standards of behaviour from its public servants.
These standards of behaviour are detailed in Section 13 of the PS Act and are referred to as the
Code.

The Code requires that Bureau employees at all times behave in a way that upholds the APS
Values, the APS Employment Principles, and the integrity and good reputation of the Bureau and
the APS (PS Act, s 13(11)).

The Code forms the legal basis for the Bureau taking disciplinary action against an employee.
Section 15(1) of the PS Act sets out the sanctions that can be imposed when employees are found
to have breached the Code.

To find out more about the employment conditions at the Bureau, please refer to the Bureau of
Meteorology Current Enterprise Agreement.

The Bureau acknowledges the Traditional Owners and Custodians of Country throughout
Australia and acknowledges their continuing connection to land, sea and community. We
recognise the continuation of cultural and weather knowledge practices of First Nations people.
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